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Abstract. A novel method on the basis of multi chaos theory is suggested in the 

presented study. Also, the study used two different dimensions to generate S-Box to 

get a strong cipher that is difficult to break. The suggested image cryptosystem 

includes an identical (decryption and encryption) process, which involves a single 

keystream generator, shifting process (based on 3D Lorenz map) related diffusion 

operations, and generate S-Box (based on 2D Henon map) that related confusion 

operation. The comparative analysis and the simulate test show that the suggested 

image cryptosystem has a few properties, like high-sensitivity, fast 

encryption/decryption, large keyspace, excellent statistical properties related to the 

ciphertext, and so on. The suggested cryptosystem is considered as an alternative for 

practical secure communications. 

Keywords: Chaos System, Image Encryption, S-Box, Shifting 

1. INTRODUCTION 

The research on image encryption is an important point in current encryption algorithm [1,2] after AES 
and DES became standards in terms of encrypting the text data. Also, the experts of cryptography attempt 
to identify the optimum algorithm of image encryption for serving as an algorithm for image encryption 
standard. In comparison to the text data, the properties of digital images, including strong correlation, 
large data amounts, big data redundancy, make it need a large quantity of pseudo-random numbers as a 
keystream, which is, simulating the researches on pseudo-random numbers. In addition, the chaotic 
systems are created via deterministic equations with vital benefits to create pseudo-random numbers since 
they were qualified with maximum sensitivity to the initial values as well as parameters, ergodicity, dense 
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form, and so on. Currently, the chaotic systems were majorly utilized in the systems of image encryption 
as key stream generators [3,4], and extended with multiple images [5], in A.I also using the chaotic 
system to generated ranomen population and using in another application [6] might be categorized into 2 
categories: 1D chaotic maps [7,8] and multi-dimensional (MD) chaotic maps [7,6]. Normally, 1D chaotic 
maps consist of a single variable [42-46] and a number of parameters. For instance, the Logistic, Sine, 
and Tent maps and can combine multiple chaotic maps as chaotic hybrid maps [9,10]. 
In this paper, to transfer the data into a perplexing type, such as block ciphers are using two major 
permutation and substitution operations. A substitution procedure uses a substitution table referred to as 
the substitution box (S-box) for replacing byte/block with another one [11,12]. On the other hand, in 
some linear methods, a permutation method shifts the input bits or bytes [13]. 
For producing strong S-boxes, researchers and academics have explored and examined different concepts 
[14]. The intensity was evaluated using some usual parameters, like non-linearity, lack of fixed points, 
differential and linear probabilities, the strict criterion of avalanche (SAC), the criterion of bit 
independence (BIC), and so on. [15]. In addition, section two is providing an overview of the chaos 
theory (2-D and 3-D). In Section 3, a novel approach for image encryption based on generated S-Box 
with shifting, also a performance evaluation as well as a comparison of encryption was performed. The 
research findings are provided in Section. 
2. Chaotic Map 

Chaos theory depends on (initial & condition) parameter sensitivity. This means that any small change 
gives different results. 
A- 2D - The Hénon Map A discrete time dynamic system was often called Hénon-Pomeau 

attractor/map. It can be specified as a majorly examined example of chaotic behavior displaying 
dynamical systems. Furthermore, the Henon system is taking a point (xn, yn) in the plane and after 
that mapping it into a new point [1][16]. Introduced 2D-Henon system., as described in Eq. (1). 

𝒙𝒊+𝟏 = 𝟏 − 𝒂𝒙𝒊
𝟐 + 𝒚𝒊                           

                 𝒚𝒊+𝟏 = 𝒃 𝒙𝒊 

 
(1) 

        The map is based on 2 parameters, a and b, with values of a = 1.4 and b = 0.3 for the classical 

Hénon system [17].  

B- 3D - Lorenz System the Lorenz system [18,19], which Edward Lorenz researched for the first time in 
1960, is a dynamic system defined by the nonlinear system of ordinary equations: 

𝑿𝒏+𝟏 = 𝜶(𝒀𝒏 − 𝒁𝒏) 

𝒀𝒏+𝟏 = 𝑹𝑿𝒏 + 𝑿𝒏𝒁𝒏 − 𝒀𝒏 

𝒁𝒏+𝟏 = 𝑿𝒏𝒀𝒏 − 𝑩𝒁𝒏 

 
(2) 

These variables (α, r, b) are referred to as control parameters, while (x, y, z) is referred to as status 

variables [20]. Equation (2) defines the control parameters, and the initial values x0, y0, z0 are referred to 
as state variables, and they are 10, 8/3, and 28, respectively. 
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3. THE PROCESS OF ENCRYPTION & DECRYPTION  

Because of the strong correlations amongst neighbour pixels of the plain image, this study suggests 
shifting the pixel positions related to plain image for solving such problem as well as breaking the pixels’ 

correlations. Without a generality loss, the plain image dimensions are going to be N × N. The proposed 
method focuses on the principles (diffusion and confusion) for breaking the pixels’ correlations. Design a 

new S-Box that gives a better way of Shifting to more confusion and diffusion. 
 
4. S-Box Generator 

There are several methods of generating S-Boxes [32-41].This work suggested designing a new S-Box 
depending on 2D-Henon map; this operation provides greater protection and complexity to generate new 
large (𝟏𝟔 × 𝟏𝟔). Initially, using initial value X0 to chaotic map and creating numbers, the range (𝟎 −

𝟐𝟓𝟓), S-Box production mechanism by generating Henon system values, all S-Box values must be 
unique. If the value is greater than the appropriate area, then the rest of the section has been taken to that 
value, producing S-Box inverse at the same time depending on the result of S-Box, since the “responsive 

dependency on 5 initial states” with chaos theory changes the construction of S-Box and the result of 
dynamic S-Box inverse with every slight change in initial value. 
 
5. Encryption Schema Steps 

The details of image encryption are indicated in the following way (as shown in fig. 1): 
Step 1 Shifting columns based on the value of 𝑋𝑛 that’s generated from 3D-Lornez System then 

XORed the result matrix with the value of 𝑋𝑛 
 

Step 2 Shift rows based on the value of Yi that’s generated from 3D-Lornez System and the result 
matrix XORed with the value of Yi. 

Step 3 To increase diffusion principle in pixel, replace rows with columns then XORed the result 
matrix with the value of Zi that generated from 3D-Lornez System.  

Step 4 For more confusion, generate a new S-Box (16*16) depend on the 2D-Henon map in unique 
values and non-linearity, then inserting S-Box to the above matrix.  

Step 5 Finally, we get cipher and ambiguous images. 
 
6. Decryption Schema Steps 

The details of image decryption are indicated in the following way: 
Step 1 Substitute the image matrix based on inverse S-Box generated from 2D-Henon map. 

Step 2 XOR result matrix with Zi that generated from 3D-Lorenze map then replace rows & 
columns. 

Step 3 XOR result matrix with Yi then shifts columns based on Yi (Yi generated from 3D-Lorenz 
map). 

Step 4 XOR result matrix with Xi then shifts columns based on Xi (Xi generated from 3D-Lorenz 
map). 

Step 5 Finally, extract the plain image with a slight difference in resolution 
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Figure (1): Diagram of Proposal Encryption algorithm 
 

7. Simulation Analysis & Experiment Result 

For the purpose of resisting brute-force attacks, the keyspace must be adequately large for securing the 
image cryptosystem. This segment discusses the results of the suggested encryption algorithm, also the 
new S-Box for statistical accuracy and analysis of the encrypted image. The base part of the 
cryptographic block cipher is confusion; each plain-image includes blocks that are transformed into 
cipher-image blocks, and this builds on the 2D Henon map key for XOR operation. Small changes in 
initial parameters or conditions lead to various results in final encryption image. Diffusion is the second 
part of Shift operation in the cryptography block cipher; several digits of the ciphertext can affect every 
digit of the plain image and every digit of the hidden key. 
In terms of the image cryptosystem shown in Figure 1, we used the plain images Paper 256*256, Barbra 
512*512, Baboon 560*560, Lenna 755*755, Goldhill 900*900 and all are color images and the test 
results are as shown in Figure. 2.  
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Fig. 2. Simulation results. (a) Pepper (b) Barbra (c) Baboon (d) Lenna 
In our proposed approach, we used different sizes and quality image tests for evaluating the efficiency 
and security of our proposed system. By Picture Quality Evaluation (PQE) [21], Histogram Analysis 
Randomness tests and evaluates Image Quality by Entropy. 
 
8. Picture Quality Evaluation (PQE) Metrics 

With regard to showing  encoded  and  decoded  image  quality  measurement, the PQE should be utilized 
as can be seen in the image indicated below, these metrics implemented applied our proposal, Table 1 
show twelve measurements in MSE should be big number because it shows differently between plain 
image and cipher image with all images show big numbers, the reason PSNR results show with these 
numbers to calculate ratio max probable signal power and noise power, AD show the difference between 
plain and cipher image and divided by MSE, MD show maximum error between plain and cipher image 
convert both images to gray image with rang (0-255), NC must be shown in all images 1 between the 
decryption image and the plain image should be big number  because  it  shows  differences  between  
plain  image  and  cipher  image,  MAE  show  absolute  same  idea MSE  instead  of  the  square  
difference  between  plain  and  decryption  image  calculate  absolute,  NAE  show  1  if plain  and  
decryption  have  no  deformation  the  but  the  result  evaluation  show  less  one,  SNR  Show  all-
electric signals between plain and  encryption image, SIM show similar results between the  original  
image and encoder image the same idea MSE, and EQ show encryption quality with all images show big 
results. 
 

Table 1 - PQE Metrics 
Name MSE PSNR AD MD NC MAE NAE SC NSR SIM CC EQ 

Pepper 10150.39 0.0047 4208.57 240 0.234 8417.59 0.2347 1.2601 2.0640 123.6 0.00568 13266 
Barbra 8933.866 0.0053 4679.88 239 0.261 32.4567 0.2616 1.3690 1.9551 122.4 0.00235 14180 
Baboon 9810.720 0.0049 4505.42 238 0.250 9011.28 0.2505 1.5090 1.9979 118.9 0.00644 13898 
Lenna 9016.81 0.0053 3701.33 211 0.205 7403.39 0.2059 1.0429 2.2034 129.2 0.00263 12609 

 

Encryption & Decryption Running Time 

As can be seen in the Table 2, time complexity with all images, time take few milliseconds for 
encryption and decryption. 
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Table 2 - Encryption & Decryption Run Time 

Name Diminution Size Encryption Time Decryption Time 

Pepper  256*256 192KB 953MS 233MS 
Barbra 512*512 768KB 100MS 289MS 
Baboon   560*560 918KB 455MS 433MS 
Lenna  755*755 1.63MB 175MS 867MS 

 

 

9. S-Box Performance Analysis 

Typical statistical criteria, including Balanced Criteria (BC), is the average allocation of 0 and 1 values, 
Avalanche Criteria (AC) that is an integral criterion that shows how a small shift in the input bits results 
in the main output change, Strict Avalanche Criteria (SAC) is a condition for each and every 
cryptographic S-box to state that if an input bit is changed, half of the output bits will be changed, and 
inevitability, are evaluated according to our proposed approach to designing a new S-box. (as can be 

seen in Tables 3 & 4) 

Table 3 - AC, BC comparisons 
                                AC                                                                   BC 

          Min.        Avg.         Max.    0’s Avg.   1’s Avg. 

Our proposed 0.33 0.570 0.8175 31 32 
Ref[22] 0.25 0.5 0.75 32 32 
Ref[23] 0.125 0.5 0.875 29 35 
Ref[20] 0.25 0.875 0.56 31 33 

 

Table 4 – SAC 
SAC 

 Min.  Avg. Max. 
Our proposed 0.33  0.570 0.8175 

Ref[22] 0.25  0.5 0.75 
Ref[25] 0.125  0.5 0.875 
Ref[24] 0.25  0.875 0.56 

 

10. Differential Attacks Analysis 

The Number of Modifying Pixel Rate (NPCR) and Unified Average Adjusted Intensity (UACI) [26,27] 
were specified as 2 of the major quantities utilized for estimating the strength related to image encryption 
algorithms/coders for differential attacks, as shown in Table 5. 
 

Table 5 - Randomness Tests 
 NPSR UACI 

Pepper 76595 32747  

Barbra 43758 43785  

Boats  37489 43785  

Lenna  57866 43875  

Goldhill  32475 84397  

 

As shown in Table 6, NPSR between our proposed and [28, 29, 30, 31] proposals, and in Table 7 
describe UACI between our proposed and [25, 32, 33, 34] proposals. 
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Table 6 - NPSR comparisons among different algorithms 
 Barbra  Lenna  

Our proposed 0.987 0.987  

Ref[28] Non 0.994  

Ref[29] Non 0.996  

Ref[30] Non 0.990  

Ref[31] 0.996 0.996  
 

Table 7 - UACI comparisons among different algorithms 
 Barbra  Lenna  

Our proposed 0.097 0.865  
Ref[25] Non 0.336  
Ref[32] Non 0.334  
Ref[33] Non 0.335  
Ref[34] 0.996 0.335  

 

11. Uniformity Analysis of Image Pixel 

The pixel strength diffusion measurements for a picture are represented in a histogram from a picture. A 
secure encryption system should provide identical histograms to survive statistical attacks. The histogram 
in Figure 3 (a, b, c, d) depicts Lena, Pepper, Barbara, Baboon, and Pepper’s regular and encrypted 

pictures. We evaluated from Figure 3 (a, b, c, d) that the regular image histograms weren’t precise, 

whereas the encrypted digital image histograms have been reliable. The uniformity of the pixel heights of 
the encrypted image histograms makes it hard to find an insight into the maximum information region for 
attackers. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
(a) (b) (c) (d) 

Figure 3: histogram of Lena, Pepper, Barbara, Baboon, and Pepper (a) plain image, (b) histogram of plain 
image, (c) cipher image, (d) histogram of cipher image 
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12. Information Entropy 

The entropy of information also is one of the most significant characteristics for calculating the 
randomness of the cipher file. The H(s) entropy in a source is given by: 

H(s) = − ∑ 𝒑(𝒔𝒊)𝐥𝐨𝐠𝟐 𝒑(𝒔𝒊)
𝟐𝒏−𝟏

𝒊=𝟎
 

In which, p (si) corresponds to the probability related to s. Entropy would preferably be H(s) = 8 for a   2 -
1 gray cipher-8 picture displaying random knowledge, as shown in Table 8. 

Table 8 - information entropy 
Name Pepper  Barbra  Boats  Lenna  Goldhill  

Inf. Entropy 43646 43645 43546 65654 35656 
 

The entropy in Table 9 close to the ideal value 8. We thus assume that the algorithm suggested is 
strongly random. 

Table 9 - information entropy comparisons among different algorithms 
 Image   Our Proposed  Ref[30] Ref[34] Ref[33] 

 Lenna  7.9973 7.997 7.997 7.997 
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